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Please note

IBM’s statements regarding its plans, directions, and intent
are subject to change or withdrawal without notice at IBM’s
sole discretion.

Information regarding potential future products is intended to
outline our general product direction and it should not be relied
on in making a purchasing decision.

The information mentioned regarding potential future products
is not a commitment, promise, or legal obligation to deliver
any material, code or functionality. Information about potential
future products may not be incorporated into any contract.

The development, release, and timing of any future features
or functionality described for our products remains at our sole
discretion.

Performance is based on measurements and projections
using standard IBM benchmarks in a controlled environment.
The actual throughput or performance that any user will
experience will vary depending upon many factors, including
considerations such as the amount of multiprogramming in
the user’s job stream, the 1/O configuration, the storage
configuration, and the workload processed. Therefore, no
assurance can be given that an individual user will achieve
results similar to those stated here.



Abstract

The IBM Watson Internet of Things
design team is continuously
researching usage patterns, use-
cases and experiences with the
Watson loT Platform.

This round table session will
present and discuss the loT
Platform capabilities and the design
roadmap for 2017.

Attendees will share their feedback
and experiences with the loT
platform and discuss needs and
requests for design enhancements.
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Agenda

. Introductions

. Discussion topics

*  Your loT solution
(Monday March 20t)

* Your use of the Watson loT Platform
(Wednesday March 22th )

. Summary and conclusions

. How to engage
with Watson loT Platform Design



Introduktions

— “Hi, I'm Mats, Design Lead for the
IBM Watson loT Platform”

Who are you?

* Your name

e Your company
* Your role







What is Watson loT Platform??

The IBM Watson Internet of Things Platform
is a fully managed, cloud-hosted service
available in IBM Bluemix.

Devices get connected and start sending data
securely to the IBM Watson loT Platform
service using the MQTT messaging protocol.

From there, devices are managed using your
online dashboard or secure APIs, so that apps
can access real-time and historical data.
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What is Watson loT Platform??

loT Platform Connect connects devices from
chips to intelligent appliances to your applications
and industry solutions and performs device
management functions

loT Platform Information Management ingest,
transform and aggregate data from your loT devices,
diverse data sources and platforms into asset-based
data structures. Exploit a variety of cloud-based
storage services as your loT data historian

loT Platform Risk and Security Management
to manage risk and gather insights across your
entire loT landscape using dashboards and
sophisticated alerts.

loT Platform Analytics automate insights to data
w/ Real-Time analytics



Internet of Things architecture overview
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Discussion —
Your loT solution

 What loT solutions are you building today?

 How are you using Watson loT Platform in these
solutions?

 What have you found to be the most useful / valuable
about the loT Platform in your IoT solution?
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What roles in your organization is using the Watson loT
Platform?

How are they using the loT Platform?

What are the most important User Interface and API
use-cases for the loT Platform?




 What capabilities, most important to your loT solution,
would you like to see in the Watson IoT Platform
Roadmap?
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What capabilities in the IoT Platform Roadmap are the
most important to your organization?

What capabilities are you missing in the IoT Platform
Roadmap?







What is Watson loT Platform??

The IBM Watson Internet of Things Platform
is a fully managed, cloud-hosted service
available in IBM Bluemix.

Devices get connected and start sending data
securely to the IBM Watson loT Platform
service using the MQTT messaging protocol.

From there, devices are managed using your
online dashboard or secure APIs, so that apps
can access real-time and historical data.
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What is Watson loT Platform??

loT Platform Connect connects devices from
chips to intelligent appliances to your applications
and industry solutions and performs device
management functions

loT Platform Information Management ingest,
transform and aggregate data from your loT devices,
diverse data sources and platforms into asset-based
data structures. Exploit a variety of cloud-based
storage services as your |loT data historian

loT Platform Risk and Security Management
to manage risk and gather insights across your
entire loT landscape using dashboards and
sophisticated alerts.

loT Platform Analytics automate insights to data
w/ Real-Time analytics, Language Processing,
Machine Learning, Natural Language, Image, Video
and Text analytics. Machine Learning.
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In 2016 we added significant new capabilities to the
Watson loT Platform user experience

* loT Platform Dashboards

» Access Control - Predefined and Custom Roles

* Analytics - Real-Time Analytics and Schemas in Watson loT Platform
* Analytics — Edge Analytics

» Connect - Custom Device Management Packages

* Risk and Security Management Policies

» Extensions - Configure SSO service

» Extensions - Configure Email service

» Extensions - Configure External Historian service

» Extensions — Configure Blockchain service

» Extensions — loT Platform Integrations Jasper, Orange, AT&T and ARM
* New loT Platform design (experimental feature)
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loT Platform

IBM Watson loT Platform

SensorTag

ﬁl: All SensorTag properties <«

Device name
sensortag-1

accelX
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accelY
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accelZ
0.98

altitude
0.08634993

ambientTemp
24.44

Dashboards

{8} Accelerometer

{i} SensorTag Values

18.47
4759594
1080.96

SERV

{8} Line chart

ICE STATUS

DOCUMENTATION 3LOG

BLOG
.

mats.gothe@se.ibm.com v

ID: (O1gahj)

(
£x Settings

loT Platform Dashboards
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Personal and Shared
boards

Predefined cards for
» Usage Overview

 Device and Rule centric
Real-Time Analytics

* Risk Management

Custom card server



loT Platform Roles and Permissions

vats.gothe@se.ibm.com
IBM Watson loT Platform T A
): (O1gahj)
Members
E <2 - + New Role
Members | Roles | Invitations
o
22
| You are viewing:
A i =
Permissions Administrator Operator Analyst Developer Reader ' | i
=)
Access Control
@ Create, update, delete API-keys (incl. access rights) v v
View API-keys' properties (incl. access rights) v v v v
@ Create, update, delete devices (incl. access rights) v v v
o View devices' properties (incl. access rights) v v v v v
View operations v v v v v
Create, update, delete custom roles v v
View roles v v v v v
Manage users (incl. access rights) v v
View user properties (incl. access rights) v v v v
Cache
Manage Live Data (Event Cache) v v v v
View Live Data (Event Cache) v v v v v
External Platform
Publish an event for a device v v v
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New predefined
and custom roles

Permissions to
‘'view’ vs ‘manage’

Bases for resource
level access control



loT Platform Roles and Permissions

IBM Watson loT Platform

®
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) Real-Time Analytics

o IF: Add one or more conditions. O Trigger every time conditions are met THEN: Add or select one or more actions. .
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- °
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Platform dashboard

Cloud and Edge rules
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* Custom Device Management Packages

IBM Watson loT Platform
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Custom Device Management Packages

Custom device management packages can be uploaded to add new device management functions. Custom device management packages must consist of valid JSON in order to be

successfully added. For more details see the custom device management package documentation

+ Add Package

Package
Edge Analytics

exampleDeviceType Actio...

Version

1.0.0

Description

Device management actions for ¢

Initiate Action

Choose Action

The first step when initiating an action is to select your desired action. After selecting your action and clicking Next, yf

willbe  Device Actions
Firmware Actions
Edge Analytics
v exampleDeviceType Actions v1

-

Uninstall Plug-in

Enable Plug-in

Disable Plug-in

Install Plug-in

@ @ © ©

"bundleId": "exampleDeviceType-actions-vi",
"displayName": {
"en_US": "exampleDeviceType Actions v1"

’
"description": {
"en_US": "Device management actions for exampleDeviceType devices"

).
"version": e",
"provider" some company",

"actions": {
"installPlugin": {
"actionDisplayName": {
"en_US": "Install Plug-in"

,
"description": {
"en_US": "Install a new plug-in on the device"

,
"parameters": [
"name": "pluginId",

“value: "\\w+",
"required": true

}
{

"name": "pluginURI",

"value": "((http:\\/\\/|https:\\/\\/) (.%)+)",
) "required": true

1

"enablePlugin": {
"actionDisplayName": {
"en_US": "Enable Plug-in"

"description": {
"en_US": "Enables a plug-in on the device"
’
"parameters": [
"name": "pluginId",
"value": "\\w+",
"required": true

}
S V————

Custom Device Management
Packages

Custom MQTT Commands
w/ Parameters integrated
with loT Platform Device
Management

Download and install JSON
formatted package provided
by 3rd parties



loT Platform Extensions

mats.gothe@se.bbm.com v
ID: (O1gahj)

IBM Watson loT Platform QUICKSTART  SERVICE STATUS  DOCUMENTATION  BLOG

+ Add Extension

Ex‘tenS|onS Extensions are optional service integrations wh

n be added to your Watson loT Platform to provide additional functions or integrate with third-party services. I OT P I atfo rm Exte n S i O n S

o
22
 Conf SSO
onfigure
A Single Sign On Email ARM mbed Connector o
@ The Single Sign On (SSO) extension allows g The email extension configures options for the ARM This integration enables ARM mbed

additional authentication options to be enabled. SendGrid and SMTP user invitation methods. Connector devices to integrate with IBM's

: :
- e — e o s » Configure Email

messages bi-directionally.

Setup Setup Status: Configured

(i |
([ ]

Configure external
historian

&
a
(Y7 ]

Historical Data Storage Blockchain . .
The historical data storage extension finds and Bl_ The blockchain extension provides an interface [ ] C O nfl g u re B I OC kC h a I n
configures compatible services that can be used to add and manage IBM Blockchain and
to store your loT device data. You must be Hyperledger fabric connections.

7= logged in to Bluemix in order to complete this

Status: Disconnected
operation.

Status: Not Configured Setup

Setup
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loT Platform Extensions

IBM Watson loT Platform QUICKSTART  SERVICE STATUS  DOCUMENTATION  BLOG ID,(O:’:;“)‘""'M v
Browse Diagnose Action Device Types Manage Schemas + Add Device
+
. This table lists all added devices. You can filter, organize, and search among the devices using various criteria. Get started by adding a device using the Add Device button, or use the API

A Browse DGVICGS to t‘wlk add:aev\ces. ° y adang
- New loT Platform design
A

Device ID Device Type Class D Date Added Location |j no V ) NeW resou rce Creation
‘Jr arduino-2 arduino Device 10 Feb, 2017 3:06:34 PM
= B intel-galileo4 intek-galleo Devics 10 Feb, 2017 3:06:34 PM ° New |n_p|ace VleW / edlt
@ Connection Info Device Info Recent Events Sensor Info Actions Logs See All Info »

 Vertical tab’ed sections

DevicsD * (In Experimental mode)

Ve Device Type intel-galileo

Date Added 2017-02-10T14:06:34.000Z

Added By a-01gahj-skdalhtsrj

809646_EUI64-0080E103... relativeHumidity Device 14 Mar, 2017 3:36:30 PM
arduino-3 arduino Device 10 Feb, 2017 3:06:34 PM
arduino-1 arduino Device 10 Feb, 2017 3:06:34 PM
intel-galileo-2 intel-galileo Device 10 Feb, 2017 3:06:34 PM
arduino-4 arduino Device 10 Feb, 2017 3:06:34 PM
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Discussion —
loT Platform Designs in 2016

24

Do you agree or disagree with the usefulness of
these additions to the Watson loT Platform User

Experience design?

What tasks work particularly well / are easy to use
versus tasks that frustrate / confuse?

What improvements do you request in loT Platform
User Experience design?




 What capabilities, most important to your loT solution,
would you like to see in the Watson IoT Platform
Roadmap?
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What capabilities in the IoT Platform Roadmap are the
most important to your organization?

What capabilities are you missing in the IoT Platform
Roadmap?
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Are you visiting the Watson loT Platform Blog to receive
notifications on platform updates?

https://developer.ibm.com/iotplatform/blog/

Are you enabling Experimental Features to try new
platform capabilities?

Are you participating in the loT Platform beta programs?




Learn more about
Watson loT Platform

Learn more about IBM’s point of view on the
Internet of Things

ibm.com/loT

Try out our Internet of Things platform

ibm.biz/try _iot
Bluemix.net

Join us in our IoT conversations

@IBMloT
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Become a Design Sponsor
Join the Design Partner Program

The Watson loT Platform Design Partner Program
(DPP) is a group of selected clients and partners
that are building, integrating and deploying loT
solutions using the Watson loT Platform.

The members of the DPP are meeting monthly
with loT Platform offering management, design
and development to learn about new loT Platform
capabilities in the roadmap and to provide their
feedback and guidance on priorities.

Join the loT Platform Design Partner Program
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T=D

Mail us at
|IOTDPP@us.ibm.com

Sight up at
https://ibm.biz/Bds5dt



Notices and disclaimers

Copyright © 2017 by International Business Machines Corporation (IBM).
No part of this document may be reproduced or transmitted in any form
without written permission from IBM.

U.S. Government Users Restricted Rights — use, duplication or
disclosure restricted by GSA ADP Schedule Contract with IBM.

Information in these presentations (including information relating to
products that have not yet been announced by IBM) has been reviewed
for accuracy as of the date of initial publication and could include
unintentional technical or typographical errors. IBM shall have no
responsibility to update this information. This document is distributed
“as is” without any warranty, either express or implied. In no event
shall IBM be liable for any damage arising from the use of this
information, including but not limited to, loss of data, business
interruption, loss of profit or loss of opportunity. IBM products and
services are warranted according to the terms and conditions of the
agreements under which they are provided.

IBM products are manufactured from new parts or new and used parts.
In some cases, a product may not be new and may have been previously
installed. Regardless, our warranty terms apply.”

Any statements regarding IBM's future direction, intent or product
plans are subject to change or withdrawal without notice.

Performance data contained herein was generally obtained in a
controlled, isolated environments. Customer examples are presented
as illustrations of how those customers have used IBM products and
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the results they may have achieved. Actual performance, cost, savings or
other results in other operating environments may vary.

References in this document to IBM products, programs, or services
does not imply that IBM intends to make such products, programs or
services available in all countries in which IBM operates or does
business.

Workshops, sessions and associated materials may have been prepared
by independent session speakers, and do not necessarily reflect the
views of IBM. All materials and discussions are provided for informational
purposes only, and are neither intended to, nor shall constitute legal or
other guidance or advice to any individual participant or their specific
situation.

It is the customer’s responsibility to insure its own compliance with legal
requirements and to obtain advice of competent legal counsel as to

the identification and interpretation of any relevant laws and regulatory
requirements that may affect the customer’s business and any actions
the customer may need to take to comply with such laws. IBM does not
provide legal advice or represent or warrant that its services or products
will ensure that the customer is in compliance with any law.



Notices and disclaimers
continued

Information concerning non-IBM products was obtained from the
suppliers of those products, their published announcements or other
publicly available sources. IBM has not tested those products in
connection with this publication and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be
addressed to the suppliers of those products. IBM does not warrant the
quality of any third-party products, or the ability of any such third-party
products to interoperate with IBM’s products. IBM expressly disclaims
all warranties, expressed or implied, including but not limited to, the
implied warranties of merchantability and fitness for a particular,
purpose.

The provision of the information contained herein is not intended to, and
does not, grant any right or license under any IBM patents, copyrights,
trademarks or other intellectual property right.
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IBM, the IBM logo, ibm.com, Aspera®, Bluemix, Blueworks Live, CICS,
Clearcase, Cognos®, DOORS®, Emptoris®, Enterprise Document
Management System™ FASP®, FileNet®, Global Business Services®,
Global Technology Services®, IBM ExperienceOne™, IBM SmartCloud®,
IBM Social Business®, Information on Demand, ILOG, Maximo®,
MQIntegrator®, MQSeries®, Netcool®, OMEGAMON, OpenPower,
PureAnalytics™, PureApplication®, pureCluster™, PureCoverage®,
PureData®, PureExperience®, PureFlex®, pureQuery®, pureScale®,
PureSystems®, QRadar®, Rational®, Rhapsody®, Smarter Commerce®,
SoDA, SPSS, Sterling Commerce®, StoredIQ, Tealeaf®, Tivoli® Trusteer®,
Unica®, urban{code}®, Watson, WebSphere®, Worklight®, X-Force® and
System z® Z/OS, are trademarks of International Business Machines
Corporation, registered in many jurisdictions worldwide. Other product
and service names might be trademarks of IBM or other companies. A
current list of IBM trademarks is available on the Web at "Copyright and
trademark information" at: www.ibm.com/legal/copytrade.shtml.
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